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Problem Statement
• Cyber attacks on power distribution companies are debilitating and are now 

more common due to the increased use of IoT devices and the inadequate 
security on power grid systems

• To feel as secure in how our power is protected, our security measures must 
continue to advance with the constantly developing technology of 
cybercriminals.



Cybersecurity Threats
● Domestic terrorists have developed “credible, specific plans” to attack the 

U.S. power grid and view it as a “particularly attractive target given its 
interdependency with other infrastructure sectors,” according to a security 
briefing issued in January by Department of Homeland Security 

● Past Attacks Globally:
○ The European Network of Transmission System Operators for Electricity 

(2020)
○ Russian power grid (2019) 
○ Saudi Aramco petrochemical plants (2017)



Solution Statement
ADSICS is a surveillance program that detects cyber attacks using 
machine learning analysis. 



Solution Statement
• Traditional security measures easily disabled by user error; spear 

phishing
• Machine Learning Anomaly Detection System is needed
• Building our own ML ADS will cost a lot, use existing platform



Elastics Stack
● Elastic Stack is an open source tool
● Modification to features is like a black box
● Three Projects that make the Elastic Stack

○ Elasticsearch - Search and Analytics Engine
○ Logstash(Beats) - Data ingestion Pipeline
○ Kibana - Data Dashboard and Visualizer



Project Description
• The end goal is described as a detailed visual output of temporal anomaly 

detection, tracking alert information, and performing machine learning analysis 
quickly and efficiently using the desired platforms (Elastic Stack).

• Additionally, we built our own, local machine learning model to compare with the 
outputs from Elastic to determine whether or not this relatively “new”platform 
could be relied upon solely as a valid solution to detect and analyze various 
cyberattacks on the grid.



Requirements & Constraints
Functional Requirements:

• Use machine learning to detect network anomalies
• Verify incoming alerts and detect false positives
• Display alerts for easy human understanding
• Present temporal and spatial details for each alert
• Users should be able to add or remove data visualizations on the dashboard 
• Alerts should be distinguishable from each other and labled

Non-Functional Requirements:
• Alerts should be presented intuitively
• Alerts should be color coded by severity 
• The system should be able to handle a large volume of alerts
• The system should be reliable and consistent with analysis
• System should have an accuracy of  >95% for detecting each alert

Constraints:
• One branch of the project must use Elastic Stack tools (specifically Elasticsearch, Kibana, and Logstash)



Datasets
• The main datasets we used for different types of attacks such as DoS, Brute 

Force, and  XSS from https://www.unb.ca/cic/datasets/ids-2017.html 
(University of New Brunswick 2017).

• Chosen for:  variety of attacks and the length of an entire workday with 
network traffic

• Modbus dataset which includes Modbus query flood, ping flood, tcp SYN 
flood attacks from https://github.com/tjcruz-dei/ICS_PCAPS/releases\ (Frazão, 
I.)

• Chosen for: OT protocol (common for power grid )

https://www.unb.ca/cic/datasets/ids-2017.html
https://github.com/tjcruz-dei/ICS_PCAPS/releases%5C


Datasets
• We used the PCAP files to replay the network flow along with attacks inside it and 

used CSV files to classify attacks with our VM ML model.

• The CSV datasets are each compiled of a data flow in the PCAP which was grouped 
together by CICFlowMeter. 
• These data flows consist of 78 features ranging from Destination Port to Flow ID

•  By analyzing the alert data of the PCAP files, a “Label” column was created and input 
with the various “attack” types associated with each data flow. 



Datasets: Wednesday
Wednesday_Workingday dataset is the largest dataset with 13 gigabytes and has four classified DoS 
attacks: DoS slowloris, DoS Slowhttptest, DoS Hulk, DoS GoldenEye.



Elastic: Theoretical Design



Elastic: Practical Design



Functional Decomposition - Operating Systems:

● Attacker - Kali Linux
● ELK_Agent, IADS_Sensor, 

IADS_MASTER - Linux
● Victim - Windows XP

Software Architecture:

• vSphere - VM Platform
• SIEM

• Elastic Stack
• Elastic Search
• Logstash(Beats)
• Kibana

• Tools
• TCPReplay
• Wireshark
• Editcap

Elastic: System Architecture



Elastic: Integrations
● Integrations

○ Fleet
■ Agents
■ Packet beat(Data ingestion)

○ Network Packet Capture
○ Security Integrations(Jobs)



Elastic: Kibana
● Machine Learning - Anomaly Detection

○ High Count Jobs
○ Rare Processes

● Machine Learning - Data Frame Analytics
○ CSV Jobs



Elastic/Network Issues
● No modbus port integrations

○ Cannot edit Network Packet Capture
● Near real time analytics

○ Data ingested in real time but 
analyzed in near-real time

● TCPReplay
○ MTU Size



Elastic: Dashboard UI



Elastic: Machine Learning - Anomaly Detection



Elastic: Machine Learning Data Frame Analytics



Local: Theoretical Design



Local: Practical Design



Local: SMOTE/Undersampling

• Imbalanced dataset

Synthetic Minority Oversampling Technique (SMOTE)

Random undersampling

• Undersampling amount = ½ the largest alert count (ie. the BENIGN count). 

• Oversampling amount = ½ of the undersampling amount



Local: Cross Validation
• Reduced feature count from 78 to 29 

features from Thursday dataset.

• Forward model selection is used to select 
the features.

• Evaluated by least MSE, applied greedy 
algorithm to get the best combination of 
the features

• Set the number of features to 29, so no 
other criterion is used (such as AIC, BIC, 
Mallows CP, adjusted R squared)



Local: Decision Tree



Local: Random Forest



Local: Modbus

- reference 
power grid 
data



Local: Modbus-Combined

Category



Local: Modbus-Separate
explain why we want to 
have this for anomaly 
detection

BENIGN
MODBUS Query Flood
Ping Flood
TCP SYNFlood



Comparison



Conclusion
• Elasticsearch worked well with IT attacks
• Local ML was able to capture Modbus attacks
• Refining ML model is needed to increase accuracy and provide additional information to the client
• Elasticsearch may provide OT support later on? <- what do you think

Recommendation:
Elasticsearch system could be used to detect IT attacks to the control system, however, it lacked OT 
protocol support. For OT network traffic, Local ML Anomaly detection can be used to supplement 
a company’s anomaly detection system until this functionality is added to Elasticsearch.

REFERENCE POWER 
GRID



Any Questions?
Thank You For Your Time!
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